Wr < A"‘:n
w $¢d
® To be able to detect all w-bit errors, we need d i, = w + 1.

With such a code there is no way that w errors can Change a valid
codeword into another valid codeword.

mia 1

When the receiver observes an illegal codeword, it can tell that a

transmission error has occurred. Cl yzw
"M,
_ CL-:."
® To be able to correct all w-bit errors, we need dyi, = 2w+ 1.2 vor & —
2

This way, the legal codewords are so far apart that even with w
changes the original codeword is still closer than any other
]

codeword.
T 2(1-3
d
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Example E‘” _c_“’ )
(¥ 1]
Consider the codecu, < 2 LY £ ot
C € {0000000000, 000001;1111, 1111100000, and 1111111111}
S 10

w(€<)
® |[sitalinear code? @ 2eC

@ The gumn of Cur s o‘l: noa=- 2ero
Yes. codewords s (¥l a codewoed . )c ]
e d =wmin w(&)=95 ,.,"_T—'_
min [ Theve ave ( ) lau.rs.
¢c7 0

® [t can detect (at most) _& _errors.

\AH:.-" - I,'-1 = l-|
® It can correct (at most) _2 _ errors.
\ l “L.‘."“J = Lg':-“ } = L%_]
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Hamming codes

® One of the earliest codes studied in coding theory.

® Named after Richard W. Hamming

The IEEE Richard W. Hamming Medal, named after him, is an
award given annually by Institute of Electrical and Electronics
Engineers (IEEE), for ' exceptlonal contributions to information
sciences, systems and technology®. oy

Sponsored by Qualcomm, Inc

Some Recipients:

* 1988 - Richard W. Hamming

® 1997 -Thomas M. Cover

e 1999 - David A. Huffman

* 2011 -Toby Berger

® The simplest of a class of (algebralc) error correcting codes that
can correct one error in a block of bits

/
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Hamming codes: Ex. 1

[https://www.youtube.com/ watch?v:cBBTWchVVYy
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Hamming codes: Ex. 1 7.7

This is an example of Hamming (7,4) code code vede = z = & %
In the video, the codeword is constructed

from the data by

x=[p1 di p, d; p3; d3 dg]
where

plzdl@dz@d4
p, =dy D d; Ddy
p3 =d, D ds; D d,

e The message bits are also referred to as the data bits or information bits.

® The non-message bits are also referred to as parity check bits, checksum

bits, parity bits, or check bits.
. S %
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Generator matrix: a revisit

(&2 )e|Fact: The 1s and Os in the j" column of G tells which
positions of the data bits are combined (@) to produce the j*

bit in the codeword.

® For the Hamming code in the previous slide,

1 110 O0CO
pr=d, ©d,Dd, 1 00 1 1 6 0O
p,=d, Dds Ddy =[d1 d2 d3 d4] o
p3=d, Dd;Dd,y 0 01 01 1

1 0414 04901




Generator matrix: a revisit

k :
® From x = bG = Z bjg;-;,’we see that the j element of the
j=1 77

codeword x of a linear code is constructed from a linear
combination of the bits in the message:

K
Xj = Z bigij -
i=1

® The elements in the jth column of the generator matrix become
the weights for the combination.
Because we are working in GF(2), g;; has only two values: 0 or 1.
When it is 1, we use b; in the sum.
When it is 0, we don’t use b; in the sum.
* Conclusion: For the j column, the i element is determined from
whether the ith message bit is used in the sum that produces the jth
element of the codeword x.

/
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Parity Check Matrix: Ex. 1

X1 Xy X3 X4 Xg Xg Xy
x=[py di p; d; p3 dz d4]

Structure in the codeword:

pr=d, Dd, Dd, p1Dd, Dd, Ddy=0
p,=d, Dd; ®d, 4P p,®d Dd;Dd,=0 H
p3=d, Dd; Dd, p3sDd, Dd; Ddy=0
At the receiver, we check whether the received
vector y still satisfies these conditions via computing
the syndrome vector: .
§:[y1 Yo Y5 Ya Ys Yo Y5 F0?

X1 X2 X3 X4 X5 Xg Xy
p1 di py; d, p3 d3 dy

L
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Parity Check Matrix: Ex 1

* Intuitively, the parity check matrix H, as the name suggests, tells
which bits in the observed vector y are used to “check” for Validity of y.

® The number of rows is the same as the number of conditions to check
(which is the same as the number of parity check bits).

® For each row, a one indicates that the bits (including the bits in the parity
positions) are used in the validity check calculation.

Vi Y2 V3 Ya Ys Ve V7
X1 Xz X3 X4 X5 Xe Xy

1 dl 2 dZ 3 d3 d’l-

Stru(émc*le ié; tcllle ECé)illewoBd: 11? 1 % 1 pO 0 1
P1 1 2 4 =

p, Dd, Dds Ddy,=0 “ H=(0 1 1 0 0 1 1

p3Dd, Dds Ddy,=0 O 001 1 11

\_

N

Parity Check Matrix: Ex 1

Relationship between G and H.

X1 X2 X3 X3 X5 Xg Xy Yi Y2 Y3 Ya Ys Ve
p1 di p2 dy p3 dz dy X1 X2 X3 X3 X5 Xg
_1 1 1.0 0 0 O— _P1 di p2 dy p3 dj
1 0 01 1 0O bho o0
@) H=/0 1 1 0 0 1
O 01 01 10
O 0 0 1 1 1
1 01 0 1 0 1 -
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Parity Check Matrix: Ex 1
Relationship between G and H.
X1 X2 X3 X4 X5 X Xy Yi Y2 Y3 Y& Ys Ye V7
p1 di py dy ps d3 dy X1 X2 X3 X4 X5 Xg X7
—1 1 0 p1 di p2 d; ps d3 di
. i . 1 | 0 1
G = ) H- | 0 I 1
0 1 1
0 1 I 1
11010 1 -
@ Y
4 @\
Parity Check Matrix: Ex 1
Relationship between G and H.
X1 X2 X3 X3 X5 Xg Xy Yi Y2 Y3 Ya Ys Ye V7
pr di py dy p3 d; dy X1 X2 X3 Xz X5 Xg X7
—1 1 0 p1 di p2 dy ps ds di
| 0 | 1 1 0 1
0 1 1
0 1 |
_l 1 1 -
(columns of) identity matrix (columns of) identity matrix
in the data positions in the parity check positions

o
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Parity Check Matrix: Ex 1
Relationship between G and H.
X1 X2 X3 X4 X5 X Xy Yi Y2 Y3 Y& Ys Ye V7
p1 di py dy ps d3 dy X1 X2 X3 X4 X5 Xg X7
—a SR ) - p1 di p2 dy p3 d3 dy
1/ 1 |1 O [0] O O — e — —
ool 1 0o o 1 |1 O {1 O |0 |1

G= @) H=|(0 1 110/ 0 |11
0,0 (1| O (1] 1 O

0O 0 (1] 1 [1][1

o 1ot o 1 R

\
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Parity Check Matrix

Key property:

Proof:

(GH' =0,

® When there is no error (€ = 0), the syndrome vector

calculation should give 8 = 0.

* By definition,

s=yH" = (x® e)H" =xH" @ eH" = bGH" D eH".
e Therefore, when € = 0, we have s = bGHT .
* To have s = 0 for any b , we must have GH" = 0.




Systematic Encoding

® Code constructed with distinct information bits and check

bits in each codeword are called Systematic codes.

Message bits are “visible” in the codeword.

* Popular forms of G:

G

:[ka(n_k) élkﬂgthz[bl b, - bk][ka(n_k) Ik}

:[Xl Xy o Xn—kétx)l/ E)z\ bk]

G

:|:Ik Eka(n_k)ﬂFlgG:[bl b, -+ B T | P |

:[bl O, -+ B X X o X

X

©
/
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Parity check matrix

® For the generators matrices we discussed in the previous
slide, the corresponding parity check matrix can be
found easily:

[G =[P | T | b H=[1, | P ﬂ

kx(n—k)

Check: GH' =[P | I]B)}:P@(—P)zo

i r] =l e ]




Hamming codes: EX. 2

® Systematic (7,4) Hamming Codes

o

Hamming codes

Now, we will gives a general recipe for constructing Hamming

codes.

Parameters:

:(7”); = n — k = number of parity bits 2 3 o
en=2Mm-1&{3,7,15,31,63,127,...} 2 E
ck=n-m=2"-m-1 1 Ton

It can be shown that, for Hamming codes,

¢ dminzg' [Léqu
1

® Error correcting capability: t=1




Construction of Hamming Codes

™m =
e Start with m. Ex. ?

: 1T, 2
I Parity check matrix H: M1z 2-1eq

Construct a matrix whose columns consist of all nonzero binary

m-tuples. Ny mo W\ ]
The ordering of the columns is arbitrary. J AR

However, next step is easy when the columns are arranged so

that H:[Im : P] = 1

2.  Generator matrix G:
e 8-, | ] weboe [ 1,]-[¥"

Someg G u-'s‘l":\':o'- "-OJ. /

mz=3

Hamming codes: Ex. 2
® Systematic (7,4) Hamming Codes

—pT

® Columns are all possible 3-bit vectors

the left to make the code systematic.
(One can also put I; on the right.)

0 010 1 1 1
1 0 il 01 1 ® We arrange the columns so that I; is on
0 141 1 0 1

0 1 1 Il 0 0 O * Note that the size of the identity
' matrices in G and H are not the same.
G — 1 0 1 iO 1 0 O
1 1 O | O 01 O
L1 1,0 0 0 1]
P
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Minimum Distance Decoding

* At the decoder, suppose we want to use minimum distance
decoding, then
The decoder needs to have the list of all the possible codewords

so that it can compare their distances to the received vector y.

There are 2* codewords each having n bits.
Therefore, saving these takes 2% % n bits.

Also, we will need to perform the comparison 2* times.
* Alternatively, we can utilize the syndrome vector (which is
computed from the parity-check matrix).

The syndrome vector is computed from the parity—check matrix

H.
Therefore, saving H takes (n — k) X n bits.

o

MC

Minimum Distance Decoding

¢ Observe that
d(xy) =w(x®@y) = w(e)
® Therefore, minimizing the distance is the same as minimizing the weight of the
error pattern.
® New goal:
find the decoded error pattern € with the minimum weight
then, the decoded codewordisX =y @ €

* Once we know X we can directly extract the message part from the decoded
codeword if we are using systematic code.

* For example, consider - 7

0

()

1
0
G=
|
1

o = o O

0
1
0
0

—_ o = e
o o o =
- o O

1
1
1 1
Suppose X = 1011010, then we know that the decoded message is Ah = 1010.




Properties of Syndrome Vector

e From GHT = 0, we have

s =yH" = (x®e)H” = (bG®e)H™ = eH"

® Thinking of H as a matrix with many columns inside,

h,

h,

n
— T — V-
s =eH —ze,\_/,
j=1

® Therefore, S is a linear combination of the columns of H.

dn'=0

l

MC

/
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Hamming Codes: EX. 2
1 0O ! 01 1 1
H=0 1 011 0 1 1
00 1;1 1 01 Error pattern e | Syndrome = eH'
n (0,0,0,0,0,0,0) (0,0,0)
s=eH' = z &Vj (0,0,0,0,0,0,1) (1,1,1)
=1
’ (0,0,0.0.0.,1,0) (1,1.0)
(0,0,0,0,1,0,0) (1,0,1)
Note that for an error pattern 0,0,0,1,0,0,0) (0.1,1)
with a single one in the jth (0,0,1,0,0,0,0) (0,0,1)
coordinate position, the 0.1.0.0.0.0.0 0.1.0
syndrome§=yHTisthe 0.1,009.00 O.LO
same as the jth column of H. (1,0,0,0,0,0,0) (1,0,0)
(0110000) (°‘°m°°‘)=01y




Properties of Syndrome Vector

e We will assume that the columns of H are nonzero and distinct.
This is automatically satisfied for Hamming codes constructed from our recipe.
e Whene = 0, we have s = 0.
[When s = 0, we can conclude that € = 0. ]
There can also be € # 0 that gives s = 0.

* For example, any nonzero € € C, will also gives = 0.

® However, they have larger weight than € = 0.
[The decoded codeword is the same as the received vector. ]

0, 1=}, o o
* When, e; = 1, i) (a pattern with a single one in the " position)
we have § = V; = the j column of H.
5 0, i=j
When S = the j column of H, we can conclude that &; = 1, i#]

There can also be other € that give S = V;. However, their weights
® can not be 0 (because, if so, we would have § = 0 but the columns of H are nonzero)
* nor 1 (because the columns of H are distinct).

[We flip the jth bit of the received vector to get the decoded codeword. ]

\
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Hamrming-coaes: Decoding Algorithm

® For general linear codes, the two cases discussed on the previous
slide may not cover every cases.

® For Hamming codes, because the columns are constructed from
all possible non-zero m-tuples, the syndrome vectors must fall into
one of the two cases considered.
(Harmrine-Codes: i i

* | Harmmming es: Decoding Recipe

Compute the syndrome § = yHT for the received vector.

~

Cose ¢ If§=g,set):(=}_7.
Core & If s+ 0,

Determine the position j of the column of H that is the transposition of the

syndrome.

set X = y but with the j* bit complemented.




Properties of Syndrome Vector

e We will assume that the columns of H are nonzero and distinct.
This is automatically satisfied for Hamming codes constructed from our recipe.
® Case 1:Whene = 0, we have s = 0.
[When s = 0, we can conclude that € = 0. ]
There can also be € # 0 that gives § = 0.

* For example, any nonzero € € C, will also gives = 0.

® However, they have larger weight than € = 0.

[The decoded codeword is the same as the received vector. ]

0' l = ] 4 . . . .th cps
. (a pattern with a single one in the j* position)

1, i+#],
we have § = V; = the j column of H.

¢ Case 2: When, ¢; =

5 0, i=]
When S = the j column of H, we can conclude that &; = 1, i#]

There can also be other € that give S = V;. However, their weights

® can not be 0 (because, if so, we would have § = 0 but the columns of H are nonzero)
* nor 1 (because the columns of H are distinct).
[We flip the jth bit of the received vector to get the decoded codeword. ]

\

\;ffe
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Decoding Algorithm

* Assumption: the columns of H are nonzero and distinct.

p
* Compute the syndrome S = yHT for the received vector.

o Casel:If§=Q,set):(=)_’.
°* Case2:1f s # 0,

determine the position j of the column of H that is the same as
(the transposition) of the syndrome,

§ setX = y but with the j* bit complemented.

~

® For Hamming codes, because the columns are constructed
from all possible non-zero m-tuples, the syndrome vectors
must fall into one of the two cases considered.

® For general linear block codes, the two cases above may not
COVer every cases.
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Hamming Codes: Ex. 1

e Consider the Hamming code with

)—AO’—A'—A

® Suppose we observe y = 0 1 0 1 1 1 1]atthe

receiver. Find the decoded codeword and the decoded

;—Ap—aOp—a

(@) —_— >—kl
—_ O O
p— p— ()
—_—

oS = O

S O =

message.
wH = (11 0) = some o T 2™ edumn of Y
N=Y =
= . 0"
at.-.'[o X 01 1 1 t\j
p— — j




Interleaving

Conventional error-control methods such as parity checking are
designed for errors that are isolated or statistically independent

events.

Some errors occur in bursts that span several successive bits.

These errors tend to group together in bursts.
Thus, they are no longer independent.

Examples 'E
irnpulse noise produced by lightning and switching transiehts
fading in wireless systems

channel with memory
I b

Such multiple errors wreak havoc on the performance of
conventional codes and must be combated by special techniques.

One solution is to spread out the transmitted codewords.

We consider a type of interleaving called block interleaving.

/

e

Interleave as a verb

¢ To interleave = to combine different things so that parts of

one thing are put between parts of another thing

e Ex.To interleave two books together:

®
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Interleaving: Example

Consider a sequence of m blocks of coded data:

(s 2 ®) (5P w2 ®) o (6O 20

1 ® Arrange these blocks as rows of a table.
1) 1) (1 ® Normally, we get the bit sequence simply by
x1( X g X ) reading the table by rows.
xl(z) X gz) xflz) * With interleaving (by an interleaver), transmission
. . . . is accomplished by reading out of this table by
%) © o columns.
X1 X2 Xn ® Here, ¢ blocks each of length n are interleaved to
1 form a sequence of length 4n.

(xP2® 20 (1O e 0) o (12 )

The received symbols must be deinterleaved (by a deinterleaver) prior to decoding.

\_
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Interleaving: Advantage

e Consider the case of a system that can only correct single errors.

® If an error burst happens to the original bit sequence, the system
would be overwhelmed and unable to correct the problem.

n

original bit sequence (xl(l)xél) x,gl)) (xiz)xgz) xr(lz)) (xg)xg{}) x({)))

interleaved transmission (xl(l)xiz) xf})) (xgl)xéz) xy)) (x,(ll)x,(lz) x,(f))
® However, in the interleaved transmission,

successive bits which come from different original blocks have been
corrupted

when received, the bit sequence is reordered to its original form and
then the FEC can correct the faulty bits

Therefore, single error-correction system is able to fix several errors.

/




Interleaving: Advantage

e If a burst of errors affects at most € consecutive bits,
then each original block will have at most one error.

e [f a burst of errors affects at most € consecutive bits
(assume r < n),
then each original block will have at most 1 errors.

e Assume that there are no other errors in the transmitted
stream of £n bits.

A single error-correcting code can be used to correct a single
burst spanning upto £ symbols.

A double error-correcting code can be used to correct a single
burst spanning upto 2¢ symbols.




